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Abstract

The shift from automated testing to the level of business-driven continuous testing described above is a significant step
forward in the development of software. However, from the perspective of DevOps, it offers significant benefits. Along
the use of objective real-time evaluation of whether software meets business requirements at numerous "quality gates,"
organisations may automatically and reliably progress release candidates through the delivery pipeline. In this research
paper, the details of several open-source testing tools, as well as the testing types that they provide, are given in a
tabular format. It is true that some testing tools are more effective than others depending on the circumstances. To
properly comprehend the DevOps revolution, many crucial components are necessary. The revolution is often sparked
by a compelling event inside a firm, such as a transition to Agile development. Delivering software as a service
(DevOps) and continuously testing are two additional processes that may be accelerated by using an Agile development
methodology. This paper contains a taxonomic analysis of DevOps tools.
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Introduction

The businesses must be nimble enough to respond to ever-changing market demands while also balancing many
consumers demands. While software is mostly responsible for corporate innovation in the digital age, it is critical for
businesses to provide speedier application upgrades (without sacrificing quality) in order to win, serve, and retain
consumers. Traditionally, businesses have concentrated on providing customers with error-free products. The goal has
now shifted to offering more value to the business through faster release cycles and a faster return on investment [1] [2]

Cloud computing has introduced an application platform, a new consumption mechanism, and a "strong foundation for
new business models" to the corporate IT mix, all of which have benefited the organisation. The result is that businesses
are increasingly relying on new ideas, sound technology, and easy execution, which has resulted in the establishment of
'DevOps,' or development and operations teams that collaborate. Because of the increasing importance of DevOps, it is
becoming more vital to control, monitor, and automate software releases across the whole lifecycle of an application's
lifecycle. Because to DevOps innovation, development and operations teams were able to reimagine the way they
collaborated in order to match their goals and priorities, as well as to embrace shared toolkits[3].

To properly comprehend the DevOps [4] revolution, many crucial components are necessary. The revolution is often
sparked by a compelling event inside a firm, such as a transition to Agile development. Delivering software as a service
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(DevOps) and continuously testing are two additional processes that may be accelerated by using an Agile development
methodology. Agile-enabled acceleration implies a more rapid release schedule, which is necessary for success. An
organisation that wants to see its product released successfully must undergo frequent testing to guarantee that the
conveyer belt does not break down while in operation.

The purpose of this paper is to classify open source tools used in software development within DevOPs, to evaluate the
most commonly used open source automation testing tools in Continuous Testing, and to compare these tools based on
certain criteria in order to highlight their performance and where they can be used to prefer solutions in different
environments, in order to benefit both researchers and practitioners in equal measure, so that they can benefit both
researchers and practitioners in equal measure

Overview of DevOps

The term "DevOps" is a combination of the words "development" and "operations." This is a culture that encourages
collaboration between software developers and testing teams in order to generate software faster and in a repeatable
manner. It encourages manufacturers to build quickly and improve delivery times and services. This facilitates a
stronger relationship between service providers and their customers. DevOps purpose is to successfully release features
into production without disrupting other services while swiftly recognizing and correcting incidents as they arise
throughout the DevOps lifecycle [5].

Businesses must first ensure that their information technology infrastructure is up and working effectively before
deploying new applications.It is critical to maintain a continual level of preparation at all times. Coding check-ins are
becoming more frequent as the development process gets more agile. When the environments are deployed, this results
in a conflict between them. When the environment is continually changing, it becomes more challenging to reach the
level of preparation required for continuous application deployment on an operational level [6].

Everything from creating the application code to delivering it to clients may be automated via the use of DevOps
practices. A conveyor belt that transports application code through the various phases of development and deployment
is referred to as DevOps [7].

When it comes to DevOps, a tool chain is a collection of processes or "tools" that are linked together to regulate the
delivery pipeline. Pipelines are a popular tool in the DevOps field, and they are used to streamline and standardize
various activities. Development of software operations pipelines is primarily concerned with automating procedures and
offering insight into the software development lifecycle. It will be discussed in this research paper which open source
continuous testing tools are the most popular and widely used. An knowledge of the roles of the pipelining components
is required prior to undertaking any tool analysis on the pipelining components [8].

Collaborative Development:
Increased collaboration between teams

Develop & Test Continuous Integration & Continuous
Testing:
Integration of software testing with
Monitor & Optimize Plan & Measure deployment and operations
Continuous Release and Deployment:
Increased delivery speed and frequency

Release & Deploy r
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production performance

Figure: DevOps Components
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DevOps Automation and Continuous Testing

Automation is at the heart of DevOps, which is primarily concerned with the setup, configuration, deployment, and
maintenance of infrastructure and applications. Setting up settings and keeping them up to date over time is
significantly easier if we automate the process as much as possible. In the past, server configuration and application
deployment were mostly manual processes that were prone to error and instability. For the purpose of addressing these
issues, organisations hired highly qualified employees to assist with manual configuration. Although this was a
significant step forward, it did not totally eradicate the issue, leaving the possibility of a negative impact on key, high-
value operations such as software release, machine setup, operating system patching, troubleshooting, and bug
correcting open for consideration [9].

In this case, automation comes to the rescue, automating the vast majority of the company's most significant operations
and processes.An end-to-end automated method with a greater degree of automation is provided by the DevOps
environment, rather than depending on human interaction or access to production settings. In order to automate
substantial elements of the end-to-end software development and deployment process, DevOps relies on technological
advances. The focus of our inquiry is open source tools for different DevOps components, which are available for free
[10].

When it comes to the DevOps team, open source solutions are essential since they allow teams to innovate more quickly
while also lowering the cost of installation. As a consequence, organisations may use open-source software that is
designed to cooperate with other software components to utilise the finest tools for the job while simultaneously
reducing complexity [11].

We may use a range of commercial and open-source tools to determine how well an application works, and we can
compare the results with other applications. In the DevOps era, open-source technologies have become more popular.
Open source technologies make issues more evident, allowing them to be remedied more rapidly as a result of their
visibility. Choosing the most appropriate tool for the company's strategy requires some deliberation and work [12].

Categorization of DevOps Open Source tools

Different components of DevOps use different types of open source tools to simply the process of software
development. Details of DevOps tools for Continuous Integration and Continuous Management are as follows:

Chef - It is simpler to manage cloud and data centre environments using Chef, which automates procedures while
simultaneously enforcing rules and protecting sensitive data. This technology makes it easier for cross-team
communication and the adoption of continuous delivery to take place [13].

Ubuntu’s - Ubuntu's mascot is named Juju. We can save both time and effort by using this service orchestration
solution. With just a few lines of code, we can model, configure, and manage services in Juju, and then deploy the code
to any of the major public and private cloud platforms available today. The Juju store offers hundreds of pre-configured
services that may be customised to meet your needs.

Puppet - Configuration management software, developed in Ruby and offered for free, is available for downloading. It
is the dominant platform for offering and operating contemporary applications on a consistent basis, regardless of where
it is deployed. In order to provide continuous delivery, Puppet is used to enforce and verify security standards, transfer
to the cloud, and deploy DevOps methodologies for continuous delivery, among other things [14].

Ansible - It is a free and open source DevOps platform that includes configuration and automation management.
Additionally, multi-node deployment and ad-hoc task execution are supported. Modules may be built in any language
and may utilise either JSON or a standard output as their output format.

DevOps Tools for Continuous Delivery

Some of the popular tools for Continuous Delivery, described below:
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Fabric - With this library and command-line tool, it is much easier to deploy and administer Python programmes
through SSH than it was previously possible. Additionally, it may conduct a number of auxiliary tasks in addition to
running shell commands locally or remotely, sending files, and requesting input from the currently-logged-in user.

Jenkins - Continuous integration and delivery (CI/CD) platforms such as Jenkins, which allows software projects to be
produced and tested on a continuous basis, are available. Both developers and users gain from the simplicity with which
modifications can be merged and with which new builds can be accessible in the new build environment. Jenkins
supports a wide range of testing and deployment tools, as well as the ability to create custom build pipelines to ensure
that software projects are delivered on a consistent basis [15].

DevOps Tools for Continuous Testing
Some of the tools for Continuous Testing [16] [17] are as follows:

ANT - is one of the numerous tools that Apache has built over the years, and it is available for free (Another Neat
Tool). A simple XML file with general task descriptions is all that is required for this programme to function, and it
assists in the automation of everyday chores as well.

BuildHive - a free and open-source alternative to Jenkins for GitHub projects, may be downloaded here. BuildHive
support for GitHub projects may be enabled with a single click of the mouse by project administrators. Various project
types, such as Ant, Maven, Gradle, SBT (Scala), and Rake may be recognised and created automatically (Ruby). User
settings are seldom changed by end users in the vast majority of cases.

Gradle is a lifecycle integration solution for DevOps development that integrates with Jenkins. In addition to the
Integrated Development Environment (IDE), Gradel now includes a Continuous Integration (CI) server, as well as
Docker containerization and deployment.

Maven - In addition to Java, C#, Ruby, and Scala, Maven is a build automation tool that supports a wide range of
programming languages. The process of automating a project is as easy as following a few straightforward guidelines.
To specify the software project that is being built, as well as its dependencies on other plug-ins, external modules, and
components, among other things, an XML file is utilised.

Selenium - is a web application testing framework that is free to use and is available as open source software. Browsers
and operating systems from a broad variety of vendors are supported. Selenium can aid testers in creating tests for a
wide range of computer languages using the Selenium framework. It is not necessary to understand a test scripting
language in order to use this tool to do tests on the applications. Selenium is a prominent open-source test automation
tool because of its large and active user and development community, which makes it a popular choice in the business.

Appium - According to Appium, which bills itself as a "whole new revolution in automated testing," it can provide
high-quality, bug-free apps while also saving a project considerable amounts of both time and money. Appium is a
mobile testing tool that is open source and cross-platform, enabling developers to create tests for both iOS and Android
smartphones using the same code. Appium may be used with a wide range of programming languages, including Java
and C++. A broad variety of programming skill sets may be used effectively by programmers using this tool, as a result
of this feature. Appium is a tool for measuring the interaction between mobile web app content and its users. The results
of the tests are used to assess the correctness of the mobile app, the interaction with the user, and the accessibility of
different capabilities inside the app. [40]

Watir - In addition to being a web-based testing automation tool, Watir is also a Windows-only application that is meant
to perform basic and easily maintained tests that are simple to repeat. Watir is a web automation testing tool that is built
on the Ruby programming language. Watir's cross-browser testing supports a wide range of browsers, including
Firefox, Opera, a headless browser, and Internet Explorer. In addition to RSpec and Cucumber, there are varieties of
other BBD tools to choose from, such as Test/Unit. Integration of Watir with frameworks like as cucumber and
continuous integration platforms such as Jenkins may help us achieve DevOps or continuous delivery.
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DevOps Tools for Continuous Monitoring
Some of the tools for Continuous Monitoring [18]their detailed given below:

New Relic APM - With the use of this technology, team members may be able to spend more time developing and less
time troubleshooting. This solution enables extensive service-oriented application traceability from the beginning to the
end of the application lifecycle. The ability to dive down into the code and SQL statements allows us to see how
particular code segments and SQL statements effect overall performance.

New Relic Server - It assists us in keeping track of the full monitoring checklist and guarantees that the server is
running smoothly. It keeps the DevOps and engineering teams in sync and makes dealing with disc capacity, CPU,
RAM, and disc 1/O utilisation issues easier.

As a result, businesses pursuing DevOps must significantly rely on automation, which necessitates the use of
technologies. Though the potential benefits are clear, any firm or organisation attempting to successfully implement a
DevOps strategy will face numerous hurdles. Realizing those potential benefits may be far more difficult than
anticipated, and a poor implementation can be extremely disruptive.

Need of Continuous Testing

The testing phase of the DevOps tool chain is one of the most important. Before going on to the next step, we must
ensure that the application has an acceptable level of risk and include automatic tools to verify the application's
functional and nonfunctional behavior. DevOps aids the IT side of the house in starting to build "infrastructure as code,"
allowing a firm to quickly launch apps. Assume, however, that we do not do rigorous, multi-channel, end-to-end
ecosystem validation of our application. What we put into this fast-paced ecosystem could fail in unexpected ways,
dragging down the entire DevOps process. It has the potential to cause release delays, poorer profitability, and
ultimately return us to where we were before we opted to implement DevOPs. Continuous testing, as part of the
DevOps toolchain, helps us mitigate this risk by automating the testing process and ensuring thorough end-to-end
application validation throughout the development lifecycle.

A selection of tools that have undergone a thorough review procedure based on inclusion and exclusion criteria
commonly used by industry experts are presented in the following section. Several well-known open-source testing
tools that we've previously studied are included in the following table for our consideration. Comparing their pros and
drawbacks in a table exposes information about topics like reusability, reliability, and pricing. These characteristics
provided as a jumping-off point for more investigation [19].
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ANT v v v v
BuildHive v v v
Gradle N v v v
Maven N v
Selenium N N N N PLUG N
IN
Appium N v v
Watir N v v

Table 1: Detailed Description of Tools
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Results and Discussion

Table 1 gives a thorough description of open source tools, based on certain criteria, which will be beneficial to industry
practitioners in determining the tool that should be employed for continuous testing objectives. The table above
highlights the tools mentioned and the requirements each tool met. The results of this research will be valuable to
software testers in their quest to identify the optimal testing strategy for their projects.

Conclusion

Continuous Delivery procedures that are completely automated lower the business risk associated with them since they
allow for rapid and objective assessment of whether or not the organization's specific expectations are satisfied at the
time of the critical "go/no go" decision. Whenever possible, it is ideal to rectify flaws when they are the most
straightforward to access, the fastest to cure, and the least costly to correct. It is possible to choose the most appropriate
tool for a project depending on the tool that was used to create it throughout its development. This study would be
beneficial to professionals in the industry, as well as researchers, in order to adapt DevOps and pick the optimal
technology for a certain project. It will be much easier for software testers to find the finest tools for testing applications
when they have the correct testing tool at their disposal. They will also save time. Because of DevOps Continuous
Testing, we may conclude that business stakeholders will be better informed when they have access to real-time input
on whether or not their expectations are being met.
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