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ABSTRACT 

With the Internet of Things (IoT), gadgets of all shapes and sizes may exchange data by connecting to the internet. Any 

item that a child might play with, your car's stereo, or a household appliance could be considered an example. Even at the 

end of the twentieth century, it wasn't a distinct concept, but over the last two decades, it has become an integral part of 

our life. Consumers' ability to change and adapt at breakneck speed is a major contributing factor. Sharing a large volume 

of data amongst various IoT devices has the unpleasant side effect of making these devices a target for hackers and other 

unethical users who seek to exploit these devices' vulnerabilities. Furthermore, if this data is stolen or misused by hackers, 

it might have a devastating effect on the entire firm that owns it. Models, schemes, and implementation features of IoT 

alternate technologies and devices are all brought together in this tutorial. Confidentiality, authentication, data integrity, 

and service availability are all addressed in terms of hardware implementation efficiency. Modern attacks and hazards, as 

well as defenses against them, are taken into account. We'll talk about how cryptography research can help address the 

new security threats posed by IoT devices. The design of IOT must take safety into account from the outset. The Internet 

of Things (IOT) has three notable characteristics: general perception, dependable transmission, and intelligent processing. 

A hybrid encryption technique has been devised in this work in order to mitigate security risks while increasing encryption 

speed and reducing computing complexity. Information integrity, confidentiality, and non-repudiation in data sharing are 

the goals of this hybrid algorithm for IOT. We have tested our proposed method against RSA and AES and found that 

our hybrid technique outperforms the rest of the existing methods. 

Keywords:  IoT , Security, Cryptography, Encryption , Decryption. 

1. INTRODUCTION: 

   'Internet of Things' is a brand-new field of study in the sciences and engineering as well as in public policy. Since its 

inception in the 1980s, it has become a popular topic for both the news and social media. Internet of Things (IoT) is 

significant because of the potential for transforming various aspects of our daily lives and the products and services we 

use. Generally speaking, when we use the term Internet of Things (IoT), we're referring to situations in which a computer's 

network connections and capabilities include a variety of non-traditional computing devices, such as sensors. The primary 

goal is to bring together parts of different technologies, including such computers, networks, monitors, controllers, and 

so on, in order to create new ways of doing things. These common communication models are used in IoT 

implementations: devices to devices; devices to gateway; devices to cloud; etc. Other well-known sectors include 
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Ubiquitous Computing and almost all types of connectivity, Computer science Economy, Cloud and Database Systems 

as well [1]. 

IoT's primary goal is to revolutionize our way of life by generating as many intelligent gadgets as possible around us to 

carry out our daily chores and operations. As a result of the Internet of Things (IoT), we now have the concept of "smart 

houses," "smart cities," and so on. The Internet of Things (IoT) can be implemented on a personal level as well as an 

enterprise one. As a result of these programs, users have been able to form social interactions. Smart automobiles, smart 

traffic lights, and smart roads, all enabled by Internet of Things (IoT) technology, are changing transportation. In addition, 

it has a significant impact on the agriculture industry, breeding, energy management, etc.[2]. Three levels instead of four 

are used in the IOT system security and the layers of perception, network, and application have been referred to. The 

authors have also included security concepts and problems, as well as countermeasures for the challenges[4]. 

For years, a variety of security problems have been examined in depth, including how people perceive security when it 

comes to data collecting, data transfer, and the provision of protection for software programs. Accordingly, it is impossible 

to deny the need for powerful protection against any possible attacks or vulnerabilities in the IOT system, and 

consequently security must be implemented at every feasible layer that makes up the IOT system.. The IoT system is 

composed of multiple layers, each of which might contain a diverse set of devices, applications, and networks[3]. 

Cryptographic keys must be managed in systems that use cryptography, according to the IoT architecture's Key agreement 

criterion. This includes a variety of functions, such as key generation, key exchange, storage, and use, as well as the 

possibility of key replacement. The level at which the user interacts with the system[24][25]. User-to-user or system-to-

system key management is an option. Users need to agree on a key agreement if they are managing their own keys. This 

is distinct from the necessity of key scheduling, as should be noted. The word "key scheduling" refers to the process of 

managing the keys within the cipher's operation[4]. When we talk about "Key Management," we're usually talking about 

things like the key agreement, scheduling, and so on. Key management is essential to the protection of a cryptosystem. 

Due to the social aspects of cryptography, it is considered to be one of the more difficult aspects. This includes topics like 

system policy, which can also include various user trainings[23]. 

The use of cryptography in network and internet security has been around for a long time. Private information and data 

can be safeguarded using cryptography so that it cannot be accessed by people without the necessary permissions. 

Communications and data transfers have been made more secure through the use of cryptography. This study examines 

the security risks associated with Internet of Things (IoT) systems. The specific security vulnerabilities are classified as 

per the IoT ecosystem domains that are affected or targeted by the security breaches. The proposed and emergent solutions 

to these problems are then addressed and based mainly on the cryptography research[22]. The discrepancy between the 

severity of the problems and the state of existing research makes it evident that more effort is needed to create a safe and 

reliable Internet of Things. 

An important countermeasure to the weaknesses that are accessible to hackers is encryption, which assists in achieving 

secrecy, integrity, and authentication. Sensor devices deployed in areas with so many constraints that such encryption 

was never applied to general systems are expected to be encrypted by the Iot network of this new era. It is being 

investigated and developed to address this issue and the needs of devices with limited processing power and resources, 

which is discussed as one of the demands for the everlasting level of the IoT architecture. Small memory and ROM sizes, 

power consumption, and processing speed are only a few of the considerations that go into the lightweight cryptography 

algorithms that have been developed[21]. 

2. LITERATURE SURVEY: 

Security architecture for IoT systems is discussed in this part, which begins with an overview of IoT system tiers and then 

identifies the specific security requirements for each layer. Layer and need variations are explored in this section of the 

existing literature as well. The Framework of IOT has been categorized into four tiers by the researchers in their paper.: 
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Figure1: Overview of IoT Security Architecture [5] 

Perpetual layer, depicted in figure 1, collects various kinds of data first from physical equipment as seen in figure 1. There 

are a number of basic networks that make up the network layer, which is responsible for transmitting between the devices. 

These include the internet and wireless networks as well as satellites. Cloud computing and broadband grids will be used 

to provide intelligent computing power in the support layer. Eventually, the application or user layer delivers services that 

can be tailored to the user's needs. Their security requirements have been broken down into the various tiers of the 

architecture. Figure 2 [6] shows the security standards for each layer[20]. 

 

 

 

 

 

 

 

 

 

 

Figure2: Security Requirements at each layer of IOT Security Architecture [6] 

The term "hop-by-hop encryption" refers to encoding at the network layer, which means that data in the cipher can be 

viewed at the nodes where the encryption/decryption takes place. As a result, the nodes should have exceptionally high 

credit ratings. End-to-end encryption is a word used to describe the encryption that occurs at the application layer, and 

the data is encrypted at the nodes when this encryption is used. End-to-end encryption is recommended for applications 

that demand a high level of confidentiality. A standard key management method for a certain compact encryption system 

will be developed soon in light of the ongoing research into lightweight block ciphers and key management. Figure 1 

shows that key agreement and lightweight encryption technology are the foundational requirements of the IoT Security 
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architecture's eternal layer[18][19]. 

Algorithm-based data encryption is a very well, secure way of transmitting and receiving information and communication. 

There are numerous ways to decipher [7] because it transforms messages in a variety of ways. These techniques are used 

to generate cryptographic keys, sign digitally signed documents, and verify the authenticity of digitally signed documents 

in order to safeguard sensitive data, ensure secure web browsing, and ensure the confidentiality of digital communications 

including such credit card transactions and email. The development of cryptographic systems, such as AES, Rivest Shamir 

Adleman (RSA) and Data Encryption Standard (DES), has been facilitated by the better performance of algorithms (DES). 

And over 20 billion Internet of Things (IoT) devices will be linked to cloud platforms by 2023, according the latest 

estimates. Industry IoT (IIoT) applications will account for 63% of the total [6]. As a result, confidentiality and security 

protection are currently at a standstill. Simple data processing is the primary goal of most Internet-of-things (IoT) devices, 

such as wearables like the smartwatch and tags that use radio frequency identification (RFID). That's why computers have 

small screen sizes, poor memory (RAM), slow data rates, limited internal storage, and other drawbacks. As a result of 

this, Iot systems are still unable to allocate significant memory and processing power just for security operations. 

Lightweight cryptography (LWC) was created to address this issue [8] since conventional cryptography has become 

overly complex. This version is designed to run cryptographic algorithms in a small number of CPU cycles while still 

providing strong resiliency against security assaults. 

The LWC is still in the early stages of development. The need for effective LWC solutions is a pressing one in IoT as the 

data processing requirements of 5GN smart cities grow. Ultra-fast data transfer, low latency and affordability are just 

some of the benefits that may be gained from implementing a green, low-power, open-source network infrastructure. 

Thus, our goal is to present a novel LWC optimisation that relies on less on-board storage, less processing resources, and 

a better battery with the lowest feasible power consumption, all while consuming the least amount of energy. In addition, 

we want to provide a high level of security and privacy. This paper's initial state provides a compilation of the most recent 

research in the field. Long-range Internet of Things (IoT) communications are addressed in this work using theoretical 

and practical techniques in academics and LWC prediction toward Lo-RaWAN [9-10]. 

LoRaWAN, a cost-effective technology for lengthy IoT networks, is being researched by experts. As a result, it is possible 

to communicate over distances of up to 20-25 km using low-power media access control (MAC) layer technology. In any 

security measure in LoRaWAN, encryption is primarily responsible for verifying heftiness in the face of attacks, 

preventing hazards, and self-recovery with a small chance of failure. LWC, on the other hand, is an innovative strategy, 

but there isn't enough evidence to support its effectiveness today. There is still a need to examine resource and software 

defined networking. According to existing research, there are two primary types of LWC: hardware (HW) and computer 

(SW), which depend on the application's hardware and software skillsets. 

Ubiquitous Light Weight Cryptography(LWC) is the foundation of the majority of currently conducted studies. In spite 

of this, extreme LWC can be implemented using standard resources already in place. As in conventional cryptography, 

the LWC is divided into two types: symmetric and asymmetric. However, there are only symmetrical development options 

[11]. For reasons that are difficult to explain, it's not possible to come up with ways to exchange private-public key 

connections using only a few compute cycles that would leave a minimal footprint. Figure 2 depicts the classification of 

LWC. At the present, CLEFIA and PRESENT are the most promising block ciphers . While working on LWC block 

ciphers, some sub-versions of AES and other tweaks have shown to be successful approaches. According to [12, 13,15], 

some of the LWC algorithms studied in stream ciphers include Grain, Mickey V2 and Trivium. While hash functions are 

still in their infancy, a theoretical analysis states that a mixture of LWC hash functions with LWC block ciphers will be 

a suitable suggestion [16] . 

3. METHODOLOGY: 

A new kind of encryption that can be applied to the Internet of Things is hybrid. Information integrity, confidentiality, 

and non-repudiation in data sharing for IOT are all supported by hybrid encryption. A hybrid encryption technique called 

HAN[14] is examined in this study. The proposed algorithm offers unique properties in encryption and decryption, 

including the ability to produce keys quickly, and it also has the potential to increase internet security by utilizing digital 
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signatures and a number of structures during method construction. The following flowchart depicts the default treatment 

of tools and equipment in our system design. 

 

Figure 3: Hybrid Encryption Algorithm Steps(HAN) [17] 

A. Key Creation: 

 

In AES, a key is created by using the key manufacturing procedure. For the encryption key, a pair of four-by-four matrices 

known as remain and key are employed. In an XOR operation, we can generate the public key for H by randomly selecting 

a location from the linear array and a key from the key matrix. In the HAN algorithm, this stage is based on the AEC 

algorithm. It's important to know that the h key was generated using hexadecimal. Next, we get our hands on the generated 

public key h. For the purpose of transmitting a secret message from the sender to the receiver, both parties must 

acknowledge the sender's private key. As a result, the encryption process must be well-secured. It indicates that the 

sender's encrypted communication will be delivered to the recipient in complete secrecy. Asymmetric NTRU encryption 

is therefore utilized to improve security. An encrypted message should not be discernible to anyone other than its intended 

receiver. 

B. ENCRYPTION 

When a communication is transmitted from one person to another, it is assumed to be received. The message multinomial 

contains this information. Multinomial messages are sent by selecting a multinomial from the collection, such Lr, and 

then sending it. 

It's important to understand that we can send a message with several Rs. As a result, the sender should keep it a secret. 

            Encryption  pr  h  message →  

Encrypted messages with security capabilities will be sent to the recipient of this message. 

C. DECRYPTION 

Receiver's private key or encrypting message attempted to open the message when it is encrypted. The NTRU method 

will be utilized in part for communication decryption in the HAN algorithm. Both f and fp, the receiver's private keys, are 

in the hands of the recipient. Because fp and f's multinomial are conversing, it is safe to assume that f * fp = 1 will be the 
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message. The receiver multiplies the following message by the value of the parameter a, which comes from the private 

key: 

     a  f  encryption →  

     a  f  (pr h  message) →  

     a  f  Pr  h  f  message →  

To choose a correct parameter, coefficients of the poly nominal formula between q 2 and p 2 are selected. So 

as p  3, then it drastically reduce and does not have any effect on the process, so we can conclude the following 

relation. 

The coefficients of the polynomial formula between q 2 and p 2 are selected in order to determine the correct 

parameter. As p decreases to 3, it has no effect on the process, hence we can conclude that the following relation is true. 

pr  h 0 →  

a  f  message →  

The value of b will be determined in the following step. Simply multiply the sender's private key f in the initial message. 

a  b  f  message →  

Decryption  (fp  b)  x^2 →  

Decryption Message is used, we can be certain that the information will be delivered securely to the intended recipient. 

D. DIGITAL SIGNATURE 

 

To maintain ID credit in this study, it is preferable to employ digital signatures in conjunction with the given HAN hybrid 

encryption technique. This is solely for communication integrity and proof of identity and access purposes. In order to 

perform a digital signature, we must first go from sender to receiver. This means that the sender from step one is now 

receiver and the receiver is now sender. 

               Encryption sign  message  f   x^2 →  

               Decryption  (h  2  fp  Encryption sign) 2  h  →  

4. RESULTS AND EVALUATION: 

In this simulation experiment, the outcomes of the New hybrid encryption Algorithm (HAF) approach are compared with 

those of the AES and RSA algorithms. Network Simulator NS-2 dynamics simulations are used to assess the HAF 

approach's efficacy. The parameter under consideration here is Accuracy of Detection. 

Detection Accuracy: 

Measures the degree of correct detection by the third party (i.e., normal secondary users as normal and harmful secondary 

users as malicious) of the attack detection accuracy[15].  The accuracy of detection is evaluated in the following manner. 

𝐷𝑎𝑐𝑐 =  ∑
𝑆𝑈𝑖[𝑚/𝑛]

𝑁𝑜𝑑𝑒𝑠

𝑛
𝑖=1   →(11) 

From the above equation (11), the detection accuracy ‘𝐷𝑎𝑐𝑐’ is measured based on the number of Attack  nodes considered 

for experimentation ‘𝑁𝑜𝑑𝑒𝑠’ and the administrator correctly detected as malicious or normal.The output is shown in 

terms of Percentage. 
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Table 1.Simulation Results of the Attack Detection Accuracy 

Number of 

Data 

transmission 

nodes 

Detection accuracy (%) 

HAF AES RSA 

50 97.6 93.4 89.6 

100 95.4 91.2 87.4 

150 93.2 89.6 84.2 

200 89.6 88.5 81.4 

250 87.3 84.6 79.6 

300 84.6 81.3 78.4 

350 83.7 79.6 76.2 

400 82.6 78.4 75.4 

450 80.9 77.6 73.5 

500 79.6 76.5 71.6 

 

 

 

Figure 4: Attack Detection Accuracy Results 

The attack detection accuracy obtained for 500 nodes considered for simulation at different period periods is shown in 

Figure 4. The figure's detection accuracy is not linear in observation. This is showing to the fact that not all nodes are 

malicious, and only a subset of nodes is considered malevolent. Following the evaluation of trust, a Hybrid Algorithm, is 

used to distinguish between malicious and non-malicious nodes. As a result, the accuracy of attack detection utilizing the 

HAF is stated to have increased by 11% when opposed to AES and 16 % when opposed to RSA. 

5. CONCLUSION: 

Enforcing data confidentiality and integrity has traditionally been used to ensure security in dispersed contexts such as 

the Internet of Things (IoT). There is a vast attack surface against IoT because of the wide variety of IoT applications, 

ranging from personal LED light bulbs to entire industrial supply chains. Cryptography has also become important in this 

field because of the need for security measures such as encryption and non-repudiation in this area. The Internet of Things 

(IoT) has made great progress, but security and privacy concerns remain open. For IoT services and applications, 
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reliability and security are also critical considerations. We have proposed a hybrid encryption scheme that can improve 

IOT. IoT security can be improved using the HAN algorithm, which is a hybrid of the AES symmetric encryption and the 

NTRU asymmetric encryption algorithms. Using this approach, you can generate a key quickly, encrypt or encrypt a 

message, and decode a message with sufficient security. The correctness of the message is ensured by the multinomial 

use of this technique in encryption, decryption, and digital signature. Because of the lower level of monetary complexity, 

this algorithm requires less memory. When compared to the other methods, this one provides encryption in IOT with 

inferred attacks and an overall increase in security. 
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