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Abstract 

A smart and intelligent cloud system virtually provides computing resources to enhance the user computing requirement. 

Computing resources are provided to the user based on their demand. A hybrid cloud is most effective for using and 

maintaining user data in the cloud deployment. However, no matter what kind of cloud technology the user adopts, it is open 

to security vulnerability. It’s tedious to keep security in the hybrid cloud environment. Maintaining the user’s data with a 

proper security mechanism, this paper proposes a new approach to maintaining data security in the hybrid cloud. The 

proposed approach uses cryptography techniques to secure the user’s data in a hybrid cloud. The solid purpose of proposing 

this approach is to protect users’ data in a public and private cloud using different encryption techniques. The proposed data 

security model provides users and suppliers with many benefits concerning the security of the data. Three encryption 

techniques are proposed and provided as Symmetric Encryption as a service from the cloud. Three techniques are measured 

for their efficiency by implementing the proposal as a cloud-based application hosted in the cloud. The proposed techniques 

are measured for performance and security strength. The results show that the proposed encryption techniques are more 

efficient for a hybrid cloud environment to secure data.  
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I. INTRODUCTION 

Cloud computing is a modern technology that makes sophisticated computing easier for users and providers. Cloud 

computing is a technology where users can compute for unlimited resources. The computing resources are delivered from the 

cloud data centre. The data centre is where many computers and servers are connected in a pool, and they are up and running 

24X7 to provide the resources. The small and medium scale industries mainly use the cloud to leverage their business. The 

cloud resources are delivered in software, platform and infrastructure. More importantly, infrastructure as a Service (IaaS) is 

the primary provider of cloud-based services. Amazon is the first provider of IaaS, and now it can be serviced by Google, 

Microsoft and so on. The cloud provides reliably stored data, which means the data given to the cloud is returned whenever 

required to the user. Cloud provide maximum protection on data from damaging data physically. But, the most noted point 

about the cloud is that it is more vulnerable to data security issues on the data stored in the cloud. For example, does the 

cloud protect data against piracy? Abuse, tapping, and so on [1]. 

The cloud can be public and private or hybrid. A hybrid cloud is more efficient for maintaining the data in public and private. 

A hybrid cloud is a high-end cloud configuration type. The NIST (National Institute of Standards and Technology) describes 

that “a hybrid cloud combines two categories of clouds like public and private cloud technology consistent or exclusive 

computing enabling data and application portability. There are several reasons why companies can migrate to a hybrid cloud. 

Nevertheless, they are likely inspired by the desire to achieve one or more benefits: elasticity, virtualized resources, metered 

service and load balancing management. Most businesses adopt the hybrid cloud because of its user-friendliness. It provides 
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a high degree of data recovery and high availability of cloud services[3]. Using the hybrid cloud model in the business, they 

can keep their sensitive data in the private cloud and store their general and insensitive data in the public cloud. The 

advantage of using both clouds in the business gives profit in spending costs on securing the data. The model of a disaster 

recovery system in the hybrid cloud helps the business save substantially while increasing the accessibility of their 

applications. This would make this a standard primary phase for companies that accept hybrid cloud solutions. 

Along with the above-said benefits of hybrid cloud, it provides speedy delivery of services, easy migration from CAPEX to 

OPEX, reduces the admins’ burden, provides group collaboration, and makes global scope, low cost and easiness [4]. The 

latest study denotes that [5] 55% of businesses use a hybrid cloud model for their business requirement. Furthermore, 45% of 

business deals are performed in the private cloud model and 32% of business deals that companies perform in the public 

cloud model[6]. The hybrid cloud model architecture is shown in Figure 1. 

 

Figure 1 Architecture of Hybrid Cloud 

User wonders about the benefits of the cloud, but the darkest part of the cloud is data security. Data security is the biggest 

challenge in the cloud, and it keeps on increasing day by day [7]. Data lost to businesses suffer a lot to leverage their business 

and general users. Keeping data safe is the most concern in the cloud [8]. The cloud infrastructure is a huge computer 

network, and it requires better and greater data security design[9]. Data security is given by cryptography techniques[10][11]. 

However, not all cryptography techniques are efficient in the cloud environment[12]. Instead of using a single security 

technique to secure the data in the hybrid cloud, this paper proposes a new approach to secure the hybrid cloud data using 

two different cryptography encryption techniques.  

The rest of the paper is organized as follows. The next section discusses the related research work in the same data security 

field. Section 3 describes the problem considered in the paper. Section 4 discusses the methodology used in the proposed 

approach. Section 6 explains the proposed security model and its procedures. Section 7 describes the implementation setup 

and result of the discussion. Finally, section 8 concludes the paper. 

II. RELATED WORKS 

The related works are summarized in the section. Data security is an open research topic for researchers to provide the 

solution to secure the data. Most of the researchers tried to address the data security issues in the cloud. Generally, data 

security can be provided using cryptography techniques[13]. There are different cryptography services to secure the data in 

the cloud environment, such as Authentication, Confidentiality, integrity, etc. Most of the authors tried to implement the 

traditional cryptography encryption techniques to address the data security issues in the cloud [14], [15], [16], [17].  

 In addition, many authors in [18], [19], [20], [21] have proposed a new cryptographic algorithm to secure the data. But, in 

their proposal, most of them are integrated with any two existing encryption techniques. Simply, integrating two encryption 

techniques is not given an efficient result. The cloud data are hacked by two different internal and external attacks. The 

authors [22],[23] suggested attack mitigation techniques. The internal attack is more difficult to track because the authorized 
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cloud maintenance engineers in the cloud data centre [24] carry out this attack. The external attack may easily be tracked 

because the outside cloud users tried to access the data without permission. Researchers already suggest some security 

approaches deal with data security in [25], [26], [27], [28], [29]. The literature suggested a security framework is expected to 

be more efficient in mitigating data security attacks. This is not expected to create more workload for cloud users. There is a 

great deal of related work in cloud security. This section summarizes the work already completed by the individual 

researchers. In addition to all this work, data security remains more susceptible to cloud-based attacks. 

III. PROBLEM DEFINITION 

The safety of data in the cloud becomes very important. Cloud offers outsourcing information technology. There are many 

cloud security challenges associated with data outsourcing. The main security problem in the cloud is data security. The 

outsourced data is maintained and controlled by the cloud providers. Cloud providers are third parties not known in person to 

the user. Users don’t know where and in which location or the address their data are stored and don’t know who all the 

maintenance engineers look after the data. User data is formatted according to the styles of cloud providers. Providers may 

have greater opportunities to know about the data uploaded to the cloud. The data security in the cloud is provided to the data 

in two forms, the data is in transit, and the data is at rest, which means stored data. External users can attack the data when it 

travels through the network, and internal and external users can attack data at rest. Protecting data in the hybrid cloud is a 

critical and tedious task. To avoid these problems in the cloud, the data is encrypted by the user, and it is stored in the cloud. 

IV. METHODOLOGY 

Figure 2 Proposed framework with its entities 

The proposed methodology mainly considers data security in cloud storage. The hybrid cloud model is used to store the 

data. The data are stored in a hybrid cloud based on the user’s wish. Users should decide whether the data is stored in the 

public or private cloud. According to the sensitive nature of the data, users can select the cloud type. The proposed approach 
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separates the cloud for encryption, key, and storage services. Because if all these services are received from the same cloud 

provider,  then the provider can know everything about the data stored in their storage. By separating the service providers, 

they don’t know which encryption method is used to encrypt the data, which key is used for encryption and where the 

encrypted data is stored. Two encryption techniques are proposed for storing the data in public and private separately. The 

encryption techniques used for securing the data stored in a public and private cloud are symmetric encryption. The key to 

encryption is to get from the key service provider from the cloud. Once the key is received from the cloud, the user can 

encrypt the data from their location, and the encrypted data is uploaded to the public or private cloud. When the user uploads 

the data to the public and private cloud simultaneously, the data are encrypted parallelly using the proposed two encryption 

techniques. Figure 2 shows the proposed framework design with entities used to secure the data. 

V. DATA ENCRYPTION TECHNIQUES FOR HYBRID CLOUD MODEL 

The data encryption techniques are proposed for securing the data stored in the cloud. The encryption approach is provided as 

a service from the cloud called Symmetrical Encryption as a Service (SEaaS). SEaaS comprises three symmetrical security 

encryption approaches; all three encryption approaches are proposed for public and private, and hybrid cloud environments. 

Cryptographic techniques are methods to secure the data. A symmetrical cryptographic system is more appropriate and 

efficient for storing data in the cloud. However, asymmetry is not recommended to encrypt a massive amount of cloud-based 

data. The proposed framework consists of various cloud and cloud services. Primarily, the scope of our proposal includes the 

security services provided by SEaaS. Other types of services are also included in the framework called KPMaaS. They are 

key-provider services and storage services from the public and private clouds. The user doesn’t have the burden to generate 

and maintain the key. Instead, the KPMaaS generates the key requested by the user from SEaaS. SEaaS is the main focus of 

our research. Users request the SEaaS for encryption. The SEaaS provides the requested encryption approach to the user for 

doing encryption. 

 
Figure3 Proposed Data Security Model for Hybrid Cloud 
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Further, SEaaS also forwards the user’s details and selected encryption approach to the KPMaaS to generate the key. 

KPMaaS generates the key and forwards it to the user directly, not by the SEaaS. So SEaaS doesn’t know the key used for 

encryption. The KPMaaS knows the key and encryption method, but they don’t know the location of the data stored in the 

cloud. The data is encrypted by the user and uploaded to the cloud. The storage provider can store the data; they don’t know 

about the key and the encryption method used on the data for encryption. The framework efficiently separates the cloud 

service providers for each service, and it avoid the provider to know the details about the data stored in the cloud storage. 

Figure 3 depicts the hybrid cloud environment’s proposed data security model diagram. 

The framework proposed in this paper improves data security in the cloud. The services used in the frameworks are 

independent. The users have to follow the proposed procedure to get their data encrypted. The followings are proposed 

procedural steps designed for data security. 

Table-I Notation and Description 

 

 

 

 

 

 

The proposed hybrid cloud workflow procedure: 

1. First, Users have to decide which cloud storage they store their data. 

2. Users contact the SEaaS for knowing the security approaches available. 

3. Users generate requests matching symmetrical encryption from SEaaS. 

4. The SEaaS provides the user with the requested SE. 

5. The SEaaS also instruct the KPMaaS to generate the key for the selected SE.  

6. According to the SEaaS, KPMaaS generates a symmetric key, and the key is directly forwarded to the cloud users.  

7. The keys generated by the KPMaaS are not communicated to SEaaS. It only forwarded the user to their IP address. 

8. The users now can able to encrypt the data. 

9. The data encrypted from the user machine is uploaded to public or private cloud storage. 

 

VI. SEAAS (SYMMETRIC ENCRYPTION AS A SERVICE) 

The hybrid cloud with SEaaS cloud service is developed to ensure data security in the cloud. SEaaS comprises 

three security models for different cloud deployment models. There are three symmetric encryptions: PUCSCipher 

for public cloud, PRCSCipher for private cloud, and HYCSCipher for hybrid cloud. The execution of the proposed 

symmetric encryption is given below. 

6.1 PUCSCipher(Public Cloud Service Cipher) 

It is a symmetric encryption mainly developed to provide security to the data stored in the public cloud. The 

execution procedure of the PRCSCipher is given below. 

Algorithm-1 PUCSCipher 

 

Acronym Description 

PUCSCipher Public Cloud Service Cipher 

PRCSCipher Private Cloud Service Cipher 

HYCSCipher Hybrid Cloud Service Cipher 

KPMaaS Key Provider Maintainence as a 

Service 

SE Symmetric Encryption 
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Step 1: Users’ data are taken as Input Plain Text(PTEXT) 

Step 2: Consider the binaries of PTEXT 

Step 3: Input PT is divided into 64 bits blocks. PUCSCipher encrypts 64-bit blocks at a time. 

Step 4: Get a 196-bit key KEY for PUCSCipher from KPMaaS. 

Step 5: Last four bits in the key KEY denote the number of rounds to be executed for encrypting the data. 

Step 6: The round function starts. Form the PTEXT into an 8X8 Matrix MAT. 

Step 7: Get the first 64-bit subkey SKEY1 from the 196-bit key. 

Step 8: Convert the SKEY1 64-bit into corresponding eight decimal values. 

Step 9: Arrange the eight decimals on the top of each eight-column of the MAT. 

 

Step 10: Read the bits from the MAT by column based on the ascending order of the eight decimal values placed on the top of 

each column. 

Step 11: The 64-bit is split into two equal half of 32-bit blocks by reading even and odd positional bits separately. 

Step 12: Get the second 64-bit Subkey SKEY2 from 196-bit KEY. 

Step 13: Split the SKEY2 into two 32-bit keys. 

Step 14: Find the XoR of two 32-bit plaintexts with two 32-bit keys and get the result of two 32-bits blocks. 

Step 15: 32-bit swap is carried out. 

Step 16: Merge the resulting two 32-bit blocks into 64-bit by alternatively placing bits from both blocks. 

Step 17: The round function is completed. Steps from step 6 to step 15 are repeated in several rounds based on the encryption 

rounds. The result from the first round is given as the input to the next round. 

Step 18: After all rounds, a 64-bit output is derived. It is XoR with the third subkey SKEY3 from the key K. 

Step 19: The resulting 64 bits from Step 17 is the ciphertext CTEXT. 

 

 

6.2 PRCSCipher 

PRCSCipher is a block cipher symmetric encryption method used to secure the user’s data stored in the private 

cloud. The encryption procedure of the proposed PRCSCipher is given below.  

 

Algorithm-2 PRCSCipher 

Step 1: Users’ data are taken as input Plain Text(PTEXT) 

Step 2: Find the length of PTEXT binaries. 

Step 3: Convert the PTEXT into corresponding ASCII decimal values and binaries. 

Step 4: Generate 128 bits Key KEY from the KPMaaS. 

Step 5: The plain text binaries are split into 8 bits. 

Step 6: Get the first eight bits from the KEY. A subkey SKEY denotes the number of rotations carried 

out for every 8 bits left to right. 

Step 7: Rotate every 8-bits according to the key. The SKEY is incremented by 1 for each next 8 bits.  

Step 8: Read each 8 bits binaries in reverse order. 

Step 9: Convert the binaries into decimal. 

Step 10: A Matrix is formed for the PTEXT decimal values. Calculate the nearest and greatest square 

value based on the length N of the PTEXT. 

Step 11: Find the square root value of the chosen square value. 

Step 12: Form a matrix with rows and columns equal to square value. 

Step 13: Maximum size of a matrix is 25x25. If the PTEXT length is greater than 625, then a new 

matrix is formed for the remaining length of the PTEXT. 
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Step 14: Do Row Shifting on each row of the matrix according to the row number. For Ex, the first 

row shifts one time, the second row shifts two times and so on. 

Step 15: Split the matrix into three submatrices: Upper Matrix UMATRIX, Lower Matrix LMATRIX and 

Diagonal Matrix DMATRIX. 

Step 16: Interchange the matrix values from UMATRIX to LMATRIX, LMATRIX to UMATRIX, and reverse the 

DMATRIX values from top to bottom. 

Step 17: Find the transpose of the entire matrix. 

Step 18: Read the even column from bottom to top and from left to right, then read the odd column 

from top to bottom from right to left. 

Step 19: Convert the decimal value in the matrix into binaries. 

Step 20: Find XoR of 128 bits KEY with the binaries. The KEY is repeated for the length of the 

binaries. 

Step 21: The binaries are converted into decimal and corresponding ASCII character code. 

Step 22: The Result of Step 21 is the Cipher Text 

  

6.3 HYCSCipher 

The HYCSCipher encrypts the user’s data forwarded to the public and private cloud. The HYCScipher invokes both 

previous ciphers for encryption and decryption simultaneously. The execution procedures of the proposed 

HYCSCipher are given below. 

 

Algorithm-3 HYCSCipher 

Step 1. User data is submitted for storing in the 

public and private clouds. 

Step 2. Users have to mention the data for public and 

private clouds. 

Step 3. HYCSCipher enabled with both PUCSCipher 

and PRCSCipher.  

Step 4. PUCSCipher is applied to data stored in the 

public cloud, and PRCSCipher is applied to 

the data stored in the private cloud. 

Step 5. Both procedures are executed in parallel to 

generate the encrypted data.  

Step 6. The encrypted data are forwarded to the 

corresponding from the user’s machine. 

 

 

 VII. IMPLEMENTATION 

7.1 Experimental Setup 

 The proposed research work is implemented in the real-time cloud environment. The research work comprises three 

security techniques. All these techniques are implemented in C#.Net program coding and developed as a cloud -based 

application. The application is developed in Visual studio 2012. The developed application is hosted in the cloud -

based platform as MyASP.Net. MyASP.Net is an environment to provides a platform to host the user’s application. 

The entire research work is implemented and hosted in the MyASP.Net platform. The developed and hosted 

application is provisioned to upload the plaintext. The user can encrypt the data using three types of encryption and 
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decrypt the data accordingly. The application is coded to find the time tak en for encryption and decryption. The 

proposed techniques are measured for their performance efficiency according to the time taken for encrypting and 

decrypting the data. The performance is compared with existing similar security techniques. Table 1 shows  the time 

taken for encryption by the three proposed and existing techniques.  

 

Table-2 Performance Comparison by Encryption Time 

Size DES Blowfish PUCSCipher PRCSCipher HYCSCipher 

100 KB 72 44 37 31 41 

200 KB 141 85 75 69 79 

300 KB 213 132 112 106 119 

400 KB 282 177 150 143 157 

500 KB 355 223 188 181 195 

Similarly, the techniques are compared for the decryption time. The developed application is efficiently coded to 

analyze the decryption time taken to decrypt the data. Table 3 shows the decryption time comparison of proposed 

and existing techniques 

Table 3. Performance Comparison by Decryption Time 

Size DES Blowfish PUCSCipher PRCSCipher HYCSCipher 

100 KB 69 42 31 28 33 

200 KB 139 81 64 62 67 

300 KB 207 128 103 99 108 

400 KB 276 173 138 134 142 

500 KB 350 219 169 163 173 

 

7.2  Security Analysis 

The scrambled data is stored in the cloud server rented in the Amazon cloud EC2. The encrypted data is an analyst 

for the security strength of the proposed techniques. The ABC Hackman tool is used to analyze the security of the 

encryption techniques. First, the tool is installed on the Amazon cloud server. Next, the Hackman tool [30] gives the 

encrypted data to get the analysis report. Then, the tool hacks the encrypted data and tries to get the original data. 

Based on the percentage of hacking by the Hackman tool, the security strength is measured for the encryption 

techniques. Table 3 shows the security strength of the proposed and existing techniques.  

Table 3. Security Strength 

Techniques Security Strength (%) 
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Blowfish 87 

DES 81 

PUCSCipher 89 

PRCSCipher 91 

HYCSCipher 89 

VIII. Conclusion  

Cloud-based data security is a more complex task. Cloud is an enormous infrastructure that maintains virtually everything. 

User requirements provide virtual resources and services. Cloud-based data security vulnerability reduces the usage of the 

cloud among users. The data security model proposed in this article provides effective data protection in the hybrid cloud. 

The approach separates the cloud service for encryption, key generation and storage. The encryption service comprises three 

algorithms for storing public, private, and hybrid cloud data. All the proposed techniques are symmetrical encryption in 

nature. The efficiency of the techniques is measured by implementing the techniques in the cloud environment. The results 

are shown in the tables. The results show that the proposed techniques are more efficient for storing data in the hybrid cloud 

environment.  
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