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Abstract

The Delay Tolerant Network (DTN) was developed to solve technical problems in the end-to-
end network. DTN is becoming more and more important because communication networks
are ubiquitous today. It provides automotive communication solutions. DTN is a
decentralized and self-managed system with unique network attributes and attributes;
however, attributes such as high mobility nodes, network uplinks and downlinks, and
separate routing can cause network vulnerabilities. These vulnerabilities include the host
being compromised, which in turn will bring security risks, because the compromised host
may destroy the routing protocol in the network. This article analyses the various types of
attacks that we can use DTN to detect and prevent, such as DDoS attacks, flood attacks, and
S0 on.
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Introduction were reportedly attacked by DDoS in
2000.DDosS attacks act a serious threat to
the availability of Internet services. This
attack forces multiple agents to send a
large number of data packets to the victim,
which easily consumes the victim's
resources [4]. A delay network is
purposely designed to operate efficiently
over extremely long distances (i.e. space
communications). In these surroundings, a
delay plays an important role for factor
affecting network quality. The networks
are constantly interconnected, and there is
no dedicated network infrastructure for
network management [6]. Combining this,
DTN has faced some severe challenges,
such as communication delay,
broadcasting, and routing, but another

As the Internet has become an
indispensable part of human life, the
security of data transmitted via the Internet
has become more and more important. The
Internet was originally designed to be open
and extensible, without any security issues.
Therefore, attackers use this weakness to
achieve their goals. In recent years, the
number of online threats has increased
significantly. DDoS attacks and flood
attacks are the main types of these threats
[2]. The purpose of these attacks is to
prevent legitimate users from accessing
Internet services. Websites such as Yahoo,
CNN, and Amazon.Com are all equipped
with comprehensive security features and
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major challenge is to protect network
nodes from intruders. Existing
mechanisms provide significant security
but use different and costly methods. Time
ultimately affects bandwidth; the battery
life of mobile nodes is limited.
Abbreviated as Delay Tolerant Network, is
plotted to start a connection between two
or more mobile nodes moved by people or
vehicles [16]. Delay Tolerant Network
supports communication in  between
unsteady and remote environments. In
these environments, network nodes are
often interrupted due to the lack of
continuous communication &
communication infrastructure.

When a node receives one or more data
packets [18], DTN can transmit data
through an automatic  segmentation
mechanism and store these data packets in
its buffer space. The packets from buffer
space can redirect data whenever they fall
into another, when the packet is within the
range of the node. To the destination in
DTN, the connection between nodes is
flexible, and the connection time can be
shorter because the nodes are present in
the mobile, the bandwidth available for
transmission is also limited, and due to the
mobility of the nodes, they can also have
limited buffering [23]. If it is a malicious
or selfish target, any number of nodes on
the network can launch a flood attack. It
can launch a flood attack to overload
another network and improve its
communication performance [22].
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Need of review and contribution of the
project

The contribution and focus of this article is
the investigation ~ of  anonymous
communication in the context of DTN
(Delay Tolerant Network). Unfortunately,
it is vulnerable to malicious nodes instead,
our work proposes a new message
forwarding algorithm that can transfer
messages from source to target and try to
achieve significant performance
improvement in the terms of sensitivity,
accuracy, precision as compared to the
various existing attacks detection methods
[24].

Literature Review

A literature review allows one to get an
insight into the different aspects of the
problem being studied. It explores
innovative computational methods, shines
a light on how to enhance data collecting
performance, and proposes strategies to
maximize data collection and
understanding effectiveness. Therefore,
reviewing the literature is an essential step
in the development of the research project.
Literature reports are secondary sources,
which have no current or initial scientific
research published.

Alodat | et al. [1] this paper examines
message transmission from the attacker
process within DTN.DTN is a new
analysis field that can be developed in the
networking.DTN network does not having
established a complete trackconnecting
end-to-end  networks through direct
channels and may have been in
development for such a long time. As the
improvement part, they compare the
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mapping of the Delay Tolerant Network
routing protocol with the real area and then
examine the possibility of detecting the
existence of security holes that lead to
protection. In a flood attack or black hole
attack, need to control the size of the
buffer when the host fills up the buffer.

Sumanth S [3]the system proposed a
DDoS defence system, including detecting
attacks in decision trees and tracking
attackers using matching patterns. It is
depend on the monitoring that network
traffic is different from normal traffic
during DDoS attacks, and uses decision
trees and deep learning generation
algorithms to build classification models to
detect abnormal traffic.

Zhao Jingjing et al. [5] in this articlethe
author examine the previous methods for
network traffic classificationmethods from
a new and overallviewby divide them into
five categories based on representative
classification features, i.e statistical
classification and port-based classification,
payload-based classification. We use the
data set and traffic characteristics used to
classify the traffic in the survey. Finally,
we determined some unresolved issues and
future directions in this research area.

J. Yang et al [7]proposed a new malicious
SSL traffic detection method that can re-
collect the SSL records of the captured IP
packets and use deep learning to verify the
properties of the SSL records. The
proposed method extracts unencrypted
content from the reorganized data set and
generates a clear data stream from the
sequential SSL data set for deep learning
classification. These feature maps are sent
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to a neural network-based volume
integration classifier to determine whether
the SSL stream is malicious. The proposed
method perfectly separates secure and
malicious traffic flows through encrypted
SSL channels.

Zulfigar Ali Zardari et al [8] proposed a
method for detecting jellyfish attacks in
MANET. The proposed method combines
the authentication and reliability of nodes
and the KNN algorithm used to identify
jellyfish  attacks, where each node
calculates the main trust scores and the
main trust scores associated with the
computing node. Secondary trust score
through neighbour recommendation and
trust index. The KNN algorithm separates
the jellyfish node from other legal nodes
based on the difference in behaviour. At
the end the result shows the proposed
technique could decrease delay and
increase throughput of network by
ignoring jellyfish nodes.

Zhaoyang Du et al [9] The Vehicle Delay
Tolerant Network (DTN) can realize
communication between mobile nodes
when cellular base stations are unavailable
and the connection between mobile nodes
is intermittent. They proposed a new
protocol for automotive DTN. The
proposed protocol can more accurately
evaluate the stability of the communication
channel using drones in the VDTN
environment. Through actual simulations,
the proposed protocol is evaluated against
the existing baseline.

Jiarui Man et al [10] proposed a residual
learning model for network attack
detection. Model converting the UNSW-



JOURNAL OF ALGEBRAIC STATISTICS
Volume 13, No. 3, 2022, p. 3412-3428
https://publishoa.com

ISSN: 1309-3452

NB15 data set into an image uses the
residual block to create a deeper neural
convolution network to learn other
important functions and calculated the loss
to solve the class imbalance problem in the
training set and identified minor attacks in
the test set. Batch normalization and global
average grouping were used to avoid
overfitting and improve the model. From
the experimental results, it is shown that
the proposed model can improve the
accuracy of attack detection.

N. Nishanth et al [11] In an SYN Flood
DoS attack, the attacker sends a large
number of forged SYN packets, which not
only overflows the target buffer but also
causes network congestion. Here Bayesian
inference is used to detect SYN flood
attacks.

M premkumar et al [12] proposed neural
clustering algorithm for wired and wireless
networks measures the load of the ISP
server when necessary to better identify
abnormal DDoS attacks during heavy
traffic using NS2.

Vidal Attias et al [13] presents loT
devices which are mainly generate
transactionsof data, distributed ledgers and
micropayments that use fees to regulate
network access are not the best choice.
They checked the free architecture
designed by IOTA and developed
specifically for the Internet of Things. In
this work, they have developed a denial of
service prevention mechanism that can
eliminate network diversity, computing
power of limited nodes, & optimization of
certain equipment.

3415

S. Gao et al [14] recommended a device
for the safety of network servers, routers,
and customer hosts from turning into
handlers, zombies, and sufferers of DDoS
meals attacks. The IP primarily based
public community is included via way of
means of Net Shield devices on the
internet. The device vulnerabilities are
eliminated via way of means of preventive
and deterrent management approaches. An
adaption approach is carried out in this
device to provoke the ambiguity detection
approach for proper intrusion response. A
low-charge DDoS (LDDoS) is green to
cowl the community site visitors because
of its similarity with regular site visitors.

Han Y et al [15] in recent years, as a
brand new kind of community architecture,
software-described networks have
attracted fantastic interest from
researchers. They are regularly being
extensively implemented in diverse fields
of the community. However, low-charge
DDosS attacks in opposition to the statistics
community make use of 10T networks to
discover and save you DDoS attacks have
now no longer but turn out to be studies
hotspots, and associated studies outcomes
also are less. This paper first researches a
way to release such attacks and verifies the
effectiveness of such attacks. Then, with
the aid of extracting the 4 capabilities
associated with the float rules, the
characteristic statistics set for detecting
such attacks is established.

Lunkad. D et al [17] A DDoS attack in a
cloud computing environment is the
application layer sending a request through
a machine learning communication
protocol, which is difficult to detect at the
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network layer because its pattern matches
a legitimate request, making traditional
countermeasures unusable. The goal of this
paper is to demonstrate the process of
detecting prototype DDoS attacks using a
supervised learning model based on
Support Vector Machines (SVM), which
captures network traffic, filters HTTP
headers, normalises the data based on
operational variables such as rate of false
positives, rate of false negatives, and rate
of classification, and then sends the
information to corresponding training and
testing systems. Various machine learning
models, such as Navies Bayes, SVM, and
proposed methods based on Navies Bayes,
are developed using the selected attributes
for efficient detection of DDoS attacks.

ChinmayeeSahoo et al [19] proposed
system uses several controlled DDoS
detection algorithms. The proposed
algorithm uses a kernel-based learning
algorithm, chi-square test, and
Mahalanobis distance. Statistically based
on entropy and the four network traffic per
minute are used as the discovery
indicators. Then, they applied a kernel-
based learning algorithm that uses entropy
features to identify input vectors suspected
of being DDoS attacks.

Sunita Swain et al [20].with the rapid
development of the Internet, everyone uses
the Internet for a specific purpose. Internet
service providers (ISPs) are used to
continuously respond to DoS attacks. The
proposed system is designed to prevent
DoS attacks that occur quickly anywhere.
This article looks at ‘Machine Learning’
based on the discovery of the System. This
system creates an interface depend on the
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signature database previously extracted
from network traffic samples. In the
Internet scenario, the device interacts with
an application are running remotely on the
network so that an attacker can control the
device. Analysis of the distribution of this
system shows that it is a normal network
with very little traffic.

Uday Trivedi et al [21] provided a fully
automated intellectual property
verification system using machine learning
methods to review and regularly update
intellectual property signatures. Automatic
traffic generation for mobile applications
is achieved through open source tools such
as GUITAR and Appium. Use AutolT
scripts to perform signature verification
and search for undetected applications.
The results show that our solution saves a
lot of work time and recognizes signature
updates in the blink of an eye.

P. Nagrath et al [25] this article examines
the distinctive  kinds of attacks.
Experimental effects displaying the effect
of numerous attacks like flooding attack,
black hole attack& selfish attack on
PROPHET Protocol are provided within
the paper. The effect of those attacks on
community  parameters like  power
consumed depend on messages delivered,
and depend on dropped messages,
overhead ratio, and message inactivity is
analyzed.

Dr. D Bhavana et al [26] machine
learning is rapidly turning into the
commercial revolution that the existing
global is so inclined to. The middle of this
captivating era is to lay out structures that
may learn to apply themselves for diverse
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scenarios, minimizing they want to guide
human interventions as far as possible. It
has been spreading its wings into many
fields like  Medicine,  Networking,
Agriculture, Image Processing etc.and
converting them from the ground up.The
goal of this paper is to use popular
machine learning algorithms and train
them on the UNSW-NB15 dataset to create
a Network Intrusion Detection System
(NIDS) based on the algorithm. This
system has been trained and tested to
detect nine different types of common
cyber-attacks as defined in the dataset:
fuzzers, analysis, backdoors, denial of
service, exploits, generic, reconnaissance,
shell code, and worms.

K. Hussain et al [27]proposed an adaptive
detection mechanism that uses an artificial
intelligence technology called SYN Flood
Attack Detection Based on Bayesian
Estimation (SFADBE) for mobile ad hoc
networks (MANET). In SFADBE, each
node collects current information from
available channels and selects a safe and
congested free channel (Best Path) for the
traffic. The simulation results show that
the proposed SFADBE algorithm is cheap
and reliable.

W. Khalid et al [28] Delay tolerant
network (DTN) is a special type of
intermittent connection network (ICN),
which is characterized by variable delays,
frequent failures, asymmetric data rates,
and high error rates. A new resource-
efficient algorithm (distributed and based
on an intrusion detection system) is
proposed to mitigate flood attacks.
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Bakker J. et al [29] shows how to use
SDN to implement statistical classification
to detect DDoS attacks. In a standalone
environment, three classifiers  were
selected to integrate with nmeta2 and then
rated on a test physical network that
reproduced the DDoS attack scenario.
SDN can classify traffic should be
carefully considering the choice of the
classifier to minimize packet processing
overhead. However, there is no specific
content in the DDoS attack scenario.

Khuphiran. P et al [30] Considering the
application of machine learning algorithms
in detecting DDoS attacks, and evaluating
two algorithms, support vector machine
(SVM) and deep feedforward (DFF), to
prove the applicability of these algorithms.
Compare the performance of these two
algorithms. It is found that DFF can
classify data more accurately. Therefore,
deep learning is a useful way to classify
DDoS attack packets based on accuracy.
However, SVM is a suitable method.

K. Arai et al [31] proposed an ER
reduction scheme based on theoretical
contact probability to mitigate flood
attacks on the network over time. If the
node does not have enough time to receive
conflicting input, increase the number of
entries without conflicting entries on the
network Possibility. By removing such
entries, energy consumption can reduced
while the effect of ER scheme is kept. As
per the result shows, proposed scheme is
successfully reduced energy consumption
while the performance of ER.

T. ldezuka et al [32] in recent years, a
variety of direct routing schemes have
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been proposed for distributed mobile ad
hoc networks. These networks are the most
representative in the network
delay/disconnection environment. In this
article, they focus on analyzing the
behaviour of flooding attacks uses
malicious nodes to generate unnecessary
messages to exhaust network resources.
Through the simulation result, they reveal,
how flooding attacks are affecting the
system performance.

J. Cho et al [33] this article shows DTNs
are come across in the military
environments, where network connectivity
is not secure or guaranteed due to
disconnection or delay of frequency level.
They propose a trust framework based on
provenance which is called PROVEST,
they are worked to achieve the increase in
the correct message delivery received by
destination nodes with peer-to-peer trust
networks. This work acquires a model-
based technique to estimate the PROVEST
performance.

QaisarAyub et al [34]By defining the ‘n'
number of message transmission quotas,
the delay tolerant network Spray and Wait
routing  protocol  reduces  resource
consumption. A large-size message, on the
other hand, consumes more buffer space,
bandwidth, and energy with the same
transmission quota. Similarly, existing
buffer management policies consider
message size, arrival time, and hop count
but ignore the network congestion caused
by a message. To address the above
mentioned issues, we proposed a routing
protocol for delay tolerant networks
known as resource refrain quota based
routing protocol. A 'N' number of message
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copies are assigned by the proposed
protocol to transmit the energy quota. In
addition, message was only passed to those
nodes with high probability of meeting the
destination of the message. We have also
developed a mechanism to drop messages
that cause the congestion.

Jichkar, B [35] this paper proposed a new
Bayesian Network (BN) routing algorithm
to create a predictive model designed to
divine node movement patterns in real
VDTN scenes. To increasemore accuracy
of model prediction, a complete BN model
is established, in which more node
attributes are selected. The simulation
results show that the proposed VDTN
routing algorithm based on the BN model
can increase delivery with a lower
forwarding rate.

Yuan X. et al [36] this paper shows, Low-
speed attacks are difficult to detect because
they are similar to the victim's legitimate
network traffic. At the same time, DDoS
attacks on the victim's system must occur
over time. The system proposed a deep
learning based DDoS attack detection
approach (DeepDefense). They have
designed a RNN (recurrent neural
network) to learn patterns from network
traffic and track the network attack
activities.

WooseokSeo et al [37] recent
advancements in network technology and
related services have resulted in a rapid
increase in data traffic. Anomaly detection
cannot be utilised for real-time traffic. This
document provides signature-based variant
attack detection. The system detects
attacks on two levels. In order to execute



JOURNAL OF ALGEBRAIC STATISTICS
Volume 13, No. 3, 2022, p. 3412-3428
https://publishoa.com

ISSN: 1309-3452

accurate classification, the level 1
classifier performs real-time, medium-
accuracy inbound traffic detection, while
the level 2 classifier collects statistical
characteristics of the traffic. Overcome the
flaws in today's network security.

IndraneelSreeram et al [38] proposed a
model that is a bio-inspired bat algorithm
for rapid and early detection of App-
DDOS using HTTP floods. These
experiments were conducted using the
CAIDA benchmark data set, and the
results were to increase the relevance of
the proposed model.

Karimazad and Faraahi et al [39]
describes DDoS detection using attack
packet attributes and RBF neural network
methods. The RBF neural network uses
seven feature activations in each window
and classifies the information as normal or
offensive. In the filtering module for future
actions, if the data is normal, it is sent to
its destination. They recommended using
the statistical function of the RBF neural
network to detect DDoS attacks, another
method such as decision tree and gray
correlation analysis.

Subbulakshmi T. et al [40] Due to
widespread use of computer networks, the
number of attackers continues to increased,
S0 intrusion detection systems are very
important as a protective measure, because
firewalls cannot defend against attacks
within the organization. We can use the
dataset to train IDS effectively. In this
paper, they use the latest DDoS data types
to create DDoS data sets derived from
various other DDoS attack parameters. A
new type of SVM called EMCSVM is
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proposed that weights to the data set of the
data set to detect different types of DDoS
attacks.

J. F. Naves et al [41] this paper developed
a buffer management machine that is used
against the acknowledgment of forge
attacks in DTNs (Disruption Tolerant
Networks). The proposed machine is
unable to immediately drop acknowledged
messages but the machine can drop those
messages first, when the buffer is full. The
proposed system also does not depend
upon any authentication method. The
system providing higher delivery rates up
to 142%.

P. T. Ngoc Diep et al [42]proposed FDER
system to detect flooding attacks and even
now allow simultaneously authorized burst
traffic. They have design FP (Forwarding
policy) to make sure fairness in the
performance of delivery between normal
traffic and burst traffic. The results show
FDER can detect flooding attacks at a
higher accuracy. Moreover, FP could
reduce the smart flooding attack and still
provide fair performance to support the
scenario of bursty traffic.

T. N. D. Pham et al [43] Delay Tolerant
Network (DTN) is designed to handle
intermittent connections and long delays in
wireless networks. To identify individual
misbehaviours, we determined the
forwarding rate that can distinguish the
behaviour of the attacker from the normal
host. Malicious hosts can evade detection
by conspiring to manipulate their
forwarding rate indicators. To permanently
delete messages  while increasing
indicators, attackers usually need to create
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fake meeting minutes by sending a large
number of fake messages. The proposed
Statistical-based Detection of Blackhole
and Greyhole attackers (SDBG) system is
used to detect malicious attacks. SDBG
can detect malicious colluding nodes, with
a high detection rate, low false alarm rate,
changes in the number of colluding nodes,
high packet loss probability, and different
routing protocols.

P. Asuquo et al [44]This article shows the
analysis of the Delay Tolerant Network
(DTN) in the communication area. DTN is
used to the delivered message from the
source to the destination node in the fact of
imaginary infrastructure and network
connectivity. However, the DTNs are also
used for security threats in different
attacks. This article focuses on the study of
the impacts of black hole and packet
flooding attacks in communication with
the use of a DTN network.

W. Narongkhachavana et al [45] this
paper presents a new routing protocol that
is used to set limits to the message
repetitions. This system's network node
helps to spread the messages with a lower
possibility in the case of messages are
currently distributed in the local area. The
system increases the chance for a node to
spread messages to other network areas.

P. T. Ngoc Diep et al [46] proposed a
scheme for detection of flooding attack
that piggybacks to come across record
based on another scheme of detecting
black hole attack. Their simulation result
shows that their system can detect flooding
attacks at high accuracy and the system
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can detect multiple attacks in DTN with
little overhead.

Gideon Rajan et al [47] this paper
proposed a new secure key management
framework for the security of DTN. The
system using distribute cryptographic keys
which securely represent the nodes. These
distributed keys are used public-key
cryptography to reduce during network
attacks.

Aniekan Julius Bassey et al [48]
Disruption Tolerant Networks (DTN)
provide connectivity in complex network
environments where traditional protocols
fail due to extreme delays and disruptions.
This document recommends using the
Rivest Shamir Adleman (RSA) algorithm
to improve security to identify the attacker,
and remove the attacker's host. It provides
rigorous  probabilistic  analysis  and
evaluates the effectiveness and efficiency
of our system through extensive
simulations.

Sarawagya Singh et al [49] this article
shows an attack can attempt to destroy,
filter, damage, leak, or gain unauthorized
access. Attacks can damage the network
and launch different types of attacks:
black-hole attacks, gray attacks, and
wormhole attacks. This document mainly
focuses on node failures and DTN attacks.
This work helps to understand the DTN
network and information about misconduct
and attacks on the DTN network.

D. S. Delphin Hepsiba [50] this paper
shows  Discontinuous communication
between nodes used for data transmission
is used by the Disruption Tolerant
Network (DTNs), which is designed to
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operate in a distributed system. In
addition, we can defend against a small
number of attackers in each collision. The
proposed algorithm is the training of an
automata Feedback mechanism. It collects
feedback from previous nodes, thereby
reducing restrictions on subsequent nodes.
The goal is to roughly identify the attacker
and discard the flooded packets.

Mahalaxmi. R et al [51] The DTN use the
mobility of nodes to achieve contact, and
mobile nodes will move in some cases. It
is recommended to check the transmission
of the statement to prevent flood attacks;
use homophonic encryption to protect the
data. The P and T assertion scheme is used
to verify the data. Proper buffer
management can reduce the possibility of
flood attacks in dynamic environments. It
can withstand severe flood attacks.

Y. Cao et al [52] this article shows the
survey of routing in DTN. The article
shows the first review of the existing
intended issue of DTNs because of its
substantial research level. To examine
their assumption author had performed
research on the multicasting issues found
in DTN.

Y. Guo et al [53], to control the pollution
in the city author had proposed a system
that uses the transportation system all over
the city, Braunschweig. This system was
designed based on the delay-tolerant
networking principle. Since dependability
and resilience are the crucial factors in
such  systems, they propose a
Misbehaviour Detection System (MDS) to
protect the Braunschweig network from
the interference of faulty and hostile
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nodes. The proposed system estimates the
technique  between different routing
protocols in DTNs (Delay Tolerant
Network), this article tried to show that the
proposed MDS system can protect the
whole system at low cost.

Dhiraj Kr. Mishra et al [54]the delay-
tolerant network has limited resources. A
selfish node discards valid data packets
from other nodes, resulting in poor
message delivery and the loss of valuable
network resources. Based on the mini-max
theory, this scheme assigns credit to non-
selfish nodes. It lowers the message
discard rate, detects selfish nodes, and
boosts network performance in terms of
delay, message discard rate, and delivery
rate.

G. Ansa et al [55].The objective of this
project is to make safety protocols resilient
to DOS attacks, which are compulsory
security services. They suggest a
hierarchical design based on the usage of
lightweight and difficult-to-forge cookies
to achieve this. The DOS defence method
can detect and delete assault packages in
advance. Insider nodes that have
compromised are discovered and isolated.
As per result, the proposed system is
adaptable and energy-saving. Because of
the cookie's small weight, computation and
verification are straightforward and quick.
The DTN- cookie's composition and
calculation mode make it difficult to
fabricate and resistant to masquerade,
replay, modification, and resource
exhaustion  attacks. The  attacker's
penetration of data packets can trigger a
DOS flood attack. A security service that
resists DOS attacks due to exhaustion of
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resources. To this end, they provide a
hierarchical structure based on the use of
easily forged cookies.

V. Natarajan et al [56] in this paper, refer
to DoS attacks and selfish behaviours
related to data generation as resource-
based attacks. They are investigating two
types of abuse attacks: Therefore, they
have proposed different schemes to detect
these attacks. Comprehensive and real-
world evidence shows that their detection
scheme has a lower average detection
delay. In addition, the probability detection
of deep attacks has a lower false-positive
rate and a low false-positive rate.

F. C. Lee et al [57] this paper proposed to
take advantage of and develop a very
prospective factor to enclose and reduce
flooding attacks by the queuing machine
based on prospective factors. To illustrate
the concept of the system they develop the
module as a solution for Probabilistic
Routing Protocol using History of
Encounters and Transitivity (PRoPHET)
which is the routing protocol in DTN.

S. H. C. Haris et al [58]the key issue in
this document is how to identify TCP SYN
flooding on the network. The payload and
TCP SYN flooding attacks in this article
are detected using anomaly detection
based on unused spaces in the Hypertext
Transfer Protocol (HTTP). Through the
payload, the suggested detection method
TCP SYN can identify flooding in the
network.

K. Fall et al [59] this paper presents a
review of the Delay Tolerant Network
(DTN) architecture and point out some
open issues. From the focus on the deep
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class of networks that may suffer from

disturbance, affected on  decisions
spanning &  addressing,  message
formatting, routing, congestion

management, and security. The author
expects the key management, congestion
handling, the capability of multicasting on
the research and development of active
areas, and DTN may continue active
research to try for the next few years.

Lloyd Wood et al [60].this article shows
the study about bundle protocol. Bundle
protocol is the layer over the different
internet  protocols on the different
networks, many IP runs on many
networking links already. They were
implementing the customer support for the
DTN bundle to meeting different layers
directly on the links.

Conclusion

Delay tolerant networks are constructed
networks. Security is the main concern of
the Delay-Tolerant network. In particular,
flood attacks can slow down the network
speed and abuse network resources. We
can work on DDoS attack detection as well
as prevention Transit nodes monitor traffic
and node behaviour to detect attacks. This
method is centralized; our work will be
mainly based on a distributed mechanism.
Technological progress has brought many
advantages to DTN, but it has also brought
many challenges to DTN.
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